7124123, 7:06 AM FACT SHEET: Biden-Harris Administration Secures Voluntary Commitments from Leading Artificial Intelligence Companies to Man...

JULY 21, 2023

FACT SHEET: Biden-Harris Administration Secures

< Voluntary Commitmentsfrom Leading Artificial
Intelligence Companies to Manage the Risks Posed by Al

Voluntary commitments - underscoring safety, security, and trust — mark a critical step toward
developing responsible AI

Biden-Harris Administration will continue to take decisive action by developing an Executive
Order and pursuing bipartisan legislation to keep Americans safe

Since taking office, President Biden, Vice President Harris, and the entire Biden-Harris
Administration have moved with urgency to seize the tremendous promise and manage the
risks posed by Artificial Intelligence (AI) and to protect Americans’ rights and safety. As part of
this commitment, President Biden is convening seven leading AI companies at the White
House today - Amazon, Anthropic, Google, Inflection, Meta, Microsoft, and OpenAl - to
announce that the Biden-Harris Administration has secured voluntary commitments from

these companies to help move toward safe, secure, and transparent development of Al
technology.

Companies that are developing these emerging technologies have a responsibility to ensure
their products are safe. To make the most of AT’s potential, the Biden-Harris Administration is
encouraging this industry to uphold the highest standards to ensure that innovation doesn’t
come at the expense of Americans’ rights and safety.

These commitments, which the companies have chosen to undertake immediately, underscore
three principles that must be fundamental to the future of AI - safety, security, and trust - and
mark a critical step toward developing responsible AL As the pace of innovation continues to
acéelerate, the Biden-Harris Administration will continue to remind these companies of their
responsibilities and take decisive action to keep Americans safe.

There is much more work underway. The Biden-Harris Administration is currently developing
an executive order and will pursue bipartisan legislation to help America lead the way in
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responsible innovation.

Today, these seven leading AI companies are committing to:

Ensuring Products are Safe Before Introducing Them to the Public

« The companies commit to internal and external security testing of their Al systems
before their release. This testing, which will be carried out in part by independent
experts, guards against some of the most significant sources of Al risks, such as biosecurity
and cybersecurity, as well as its broader societal effects.

companies commit to sharing information across the industry an
governments, civil society, and academia on managing Al risks. This includes best
practices for safety, information on attempts to circumvent safeguards, and technical
llaboration.

Building Systems that Put Security First

« The companies commit to investing in cybersecurity and insider threat safeguards to
protect proprietary and unreleased model weights. These model weights are the most
essential part of an Al system, and the companies agree that it is vital that the model

weights be released only when intended and when security risks are considered.

companies commit to facilitating third-party discovery and repo
vulnerabilities in their AI systems. Some issues may persist even after an Al system is
released and a robust reporting mechanism enables them to be found and fixed quickly,

Earning the Public’s Trust

+ The companies commit to developing robust technical mechanisms to ensure that
users know when content is AI generated, such as a watermarking system. This action
enables creativity with Al to flourish but reduces the dangers of fraud and deception.

e companies commit to publicly reporting their Al systems’ capabilities;
limitations, and areas of appropriate and inappropriate use. This report will cover bo
rity risks and societal risks, such as the effects on fairness and bias.

companies commit to prioritizing research on the societal risks
can pose, including on avoiding harmful bias and discrimination, and protecting
privacy. The track record of AI shows the insidiousness and prevalence of these dangers,

anies commit to rolling out AI that mitigates them.
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ddress
society’s greatest challenges. From cancer prevention to mitigating climate change to s

e The ies commit to develop and deploy advanced Al syste

much in between, AI—if properly managed—can contribute enormously to the prosperity,
i security of all.

As we advance this agenda at home, the Administration will work with allies and partners to
establish a strong international framework to govern the development and use of Al It has
already consulted on the voluntary commitments with Australia, Brazil, Canada, Chile, France,
Germany, India, Israel, Italy, Japan, Kenya, Mexico, the Netherlands, New Zealand, Nigeria, the
Philippines, Singapore, South Korea, the UAE, and the UK. The United States seeks to ensure
that these commitments support and complement Japan’s leadership of the G-7 Hiroshima
Process—as a critical forum for developing shared principles for the governance of AI—as well
as the United Kingdom’s leadership in hosting a Summit on AI Safety, and India’s leadership as
Chair of the Global Partnership on AI. We also are discussing AI with the UN and Member
States in various UN fora.

Today’s announcement is part of a broader commitment by the Biden-Harris Administration to
ensure Al is developed safely and responsibly, and to protect Americans from harm and
discrimination.

e Earlier this month, Vice President Harris convened consumer protection, labor, and
civil rights leaders to discuss risks related to AI and reaffirm the Biden-Harris
Administration’s commitment to protecting the American public from harm and

discrimination.

e Last month, President Biden met with top experts and researchers in San Francisco as
part of his commitment to seizing the opportunities and managing the risks posed by Al
building on the President’s ongoing engagement with leading AI experts.

o In May, the President and Vice President convened the CEOs of four American companies
at the forefront of Al innovation—Google, Anthropic, Microsoft, and OpenAI—to
underscore their responsibility and emphasize the importance of driving responsible,
trustworthy, and ethical innovation with safeguards that mitigate risks and potential
harms to individuals and our society. At the companies’ request, the White House hosted a
subsequent meeting focused on cybersecurity threats and best practices.
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ts to safeguard Americans’ rights and safety, and U.S. government agencies ha

ramped up their efforts to protect Americans from the risks posed by Al, including

through preventing algorithmic bias in home valuation and leveraging existing

enforcement authorities to protect people from unlawful bias, discrimination, and other,

ministration published a landmark Blueprin

President Biden signed an Executive Order that directs federal agencies to root out bi
the design and use of new technologies, including Al and to protect the public from
orithmic discrimination.

er this year, the National Science Foundation announced a $140 million inve
to establish seven new National AI Research Institutes, bringing the total to 25 institutions
the country.

iden-Harris Administration has also released a National AI R&D Strategic PIa
dvance responsible AL

€ Office of Management and Budget will soon release draft policy guidance
agencies to ensure the development, procurement, and use of Al systems is centered
around safeguarding the American people’s rights and safety.
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Ensuring Safe, Secure, and Trustworthy Al

Artificial intelligence offers enormous promise and great risk. To make the most of that promise,
America must safeguard our society, our economy, and our national security against potential risks.

e companies developing these pioneering technologies have a profound obligation to be@
resporst ir products are safe.

===

e voluntary commitments that several companies are making today are an important first st
living up to that responsibility. These commitments — which the companies are making immediately —
rscore three principles that must be fundamental to the future of Al safety, security, and tru

Safety: @s have a duty to make sure their products are safe before introducing them to
the public. That means testing the safety and capabilities of their Al systems, subjecting them to
Exiernal testingassessing their potential biological, cybersecurity, and societal risks, and making

the results of those assessments public.

Security: Companies have a duty to build systems that put security first. That means
safeguarding their models against cyber and insider threats and sharing best practices and

standards to prevent mlsusa@iuce risks to somDe n@ect national s secunD

Trust<Companies have a duty to do right by the public and earn the people’s Tust=That means
making it easy for users to tell whether audio and visual content ts m its original form or has
been altere - It means ensuring that the teC ote bias and
isCTimination, strengthening privacy protections, and shielding children from harm. Finally,

gans using Al to help meet society’s greatest challenges, from cancer to climate change, and
manag s so that its benefits can be fully realized.

€only a first step 1

These voluntary comm1tments a ieveloping and enforcmg binding obligations to

A I will require new

executive actlon and pursue bipartisan leglslatlon to help America lead the way in responsible
iqQn ovatlon and protectlon As we advance this agenda at home, we will work with alhes and partners on
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Voluntary AI Commitments

The following isc@ list of commitments tharyompanies are making to promote the safe, secure, and

[ranspa rdevelopment ana-use 0] Al technology. These voluntary commiimients Ure conststen
oxistinglaws gnd regulations, and designed to advance a generative Al legal and policy regime
Compeartesintend these voluntary commitments to remain in effect until regulations covering

whstantially the same issues come into force. Individual companies may make additional commitments
beyond those included here.

Scope: Where commitments mention particular models, they apply only to generative models that
are overall more powerful than the current industry frontier (e.g. models that are overall more
powerful than any currently released models, including GPT-4, Claude 2, PaLM 2, Titan and, in
the case of image generation, DALL-E 2).

Safe
Commit to internal and external red-teaming of models or systems in areas including misuse;
ietal risks, and national security concerns, such as bio, cyber, and other safety areas.

Companies-akirmg Gmmitment understand that robust red-teaming 1S essemtta-fer-building
ticcessful products, ensuring public confidence in Al, and guarding against significant national securty
threats.Model safety and capab1hty evaluations, 1nc1ud1ng red teamlng, are an open area of scientifi
inquiry, and more work 1€t The-done—Cempeanios-comnit-te-ad o 3 01 research, and
to developing a multi- faceted specmhzed and detalled red-teammg regime, 1nclud1ng drawing on
independent domain experts, for all major public releases of new models within scope. In designing the

regime, they will ensure that they give significant attention to the following:

e Bio, chemical, and radiological risks, such as the ways in which systems can lower barriers to
entry for weapons development, design, acquisition, or use

e Cyber capabilities, such as the ways in which systems can aid vulnerability discovery,
exploitation, or operational use, bearing in mind that such capabilities could also have useful
defensive applications and might be appropriate to include in a system

e The effects of system interaction and tool use, including the capacity to control physical systems

e The capacity for models to make copies of themselves or “self-replicate”

< Societal risks, such as bias and dlscnmm_Da

ese efforts, companies making this commitment commit to advancing ongoing
Al safety, including on the interpretability of Al systems” decision-making processes and on increasing
e robustness of Al systems against misuse. Similarly, companies commit to publicly disclosing their
red-teamt procedures in their transparency reports (described below).

2) Work toward information sharing among companies and governments regarding trust and
safety risks, dangerous or emergent capabilities, and attempts to circumvent safeguards

Companies making this commitment recognize the importance of information sharing, common
standards, and best practices for red-teaming and advancing the trust and safety of AL They commit to
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future standards related to red-teaming, safety, and societal risks. The forum or mechanism can facilt
the sharing of information on advances in frontier capabilities and emerging risks and threats, such as
ttempts to circumvent safeguards, and can facilitate the development of technical working groups 0
priority<ageas of concern. In this work, companies will engage closely with governments, inc g the
U.S. government; ciety, and academia, as appropriate.

Security

3) Invest in cybersecurity and insider threat safeguards to protect proprietary and unreleased
model weights

Companies making this commitment will treat unreleased Al model weights for models in scope as core
intellectual property for their business, especially with regards to cybersecurity and insider threat risks.
This includes limiting access to model weights to those whose job function requires it and establishing a
robust insider threat detection program consistent with protections provided for their most valuable
intellectual property and trade secrets. In addition, it requires storing and working with the weights in an
appropriately secure environment to reduce the risk of unsanctioned release.

<) Incent third-party discovery and reporting of issues and vulnerabilities——

Companies making this commitment recognize that Al systems may continue to have weaknesses and
vulnerabilities even after robust red-teaming. They commit to establishing for systems within scope
bounty systems, contests, or prizes to incent the responsible disclosure of weaknesses, such as unsafe
behaviors, or to include Al systems in their existing bug bounty programs.

Trust

evelop and deploy mechanisms that enable users to understand if audio or visual conten
enerated, including robust provenance, watermarking, or both, for Al-generated audio or

visual conten®

Companies making this commitment recognize that it is important for people to be able to understand
when audio or visual content is Al-generated. To further this goal, they agree to develop robust
mechanisms, including provenance and/or watermarking systems for audio or visual content created by
any of their publicly available systems within scope introduced after the watermarking system is
developed. They will also develop tools or APIs to determine if a particular piece of content was created
with their system. Audiovisual content that is readily distinguishable from reality or that is designed to
be readily recognizable as generated by a company’s Al system—such as the default voices of Al
assistants—is outside the scope of this commitment. The watermark or provenance data should include
an identifier of the service or model that created the content, but it need not include any identifying user
information. More generally, companies making this commitment pledge to work with industry peers
and standards-setting bodies as appropriate towards developing a technical framework to help users
distinguish audio or visual content generated by users from audio or visual content generated by AL
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bitely report model or system capabilities, limitations, and domains of appro
<mmte use, including discussion of societal risks, such as effects on fa;m
Companies making this commitment acknowledge that users should understand the known capabilities
and limitations of the Al systems they use or interact with. They commit to publish reports for all new
significant model public releases within scope. These reports should include the safety evaluations
conducted (including in areas such as dangerous capabilities, to the extent that these are responsible to
publicly di —STET imitations in performance that have implica ins of

Ppropriate use, discussion of the model’s effects on societal risks such as fairness and bias, and the
arial testing conducted to evaluate the model’s fitness for deployment.

m research on societal risks posed by Al systems, including on avoiding harmlunim>'
iscrimination, and protecting privacy .

1

Com ng this commitment recognize the importance of avoiding harmful biases Tror
ropagated by, and discrimination enacted by, Al systems. Companies commit generally to empowering
st and safety teams, advancing Al safety research, advancing privacy, protecting children, and
working tively manage the risks of Al so that its benefits can be realized.

8) Develop and de i systems to help address society’s gre

Co ies making this commitment agree to support research and development of frontier Al systems
at can help meet society’s greatest challenges, such as climate change mitigation and adaptation, early
cancer detection and prevention, and combating cyber threats. Companies also commit to supporting
{nitiatives that foster the education and training of students and workers to prosper from the benefits of
to helping citizens understand the nature, capabilities, limitations, and impact of the technology.
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